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Figure 2: Source Defense – Findings Summary

Script behavior, as well as changes in script behavior, are key to understanding the risk posed by 
certain 3rd and 4th party scripts. This functionality is also fundamental to building and enforcing 
a Source Defense Protect web client runtime script execution policy. Note that this policy is 
enforced by the Source Defense solution and is distinct from CSP and SRI policies discussed 
earlier. In situations where trusted 3rd party libraries are compromised and changed to behave in 
new, unexpected ways, these unexpected changes in behavior can either trigger an actionable 
alert or potentially stop a data breach from occurring in real-time with the aid of a script 
execution policy. Most organizations using Source Defense Protect enable this feature to 
automatically thwart attacks without the need for an “alert/response” strategy.
 
To start out, organizations using Source Defense Protect can review high risk events, as observed 
by the solution, and decide to alter the default script execution policy.
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Figure 3: Source Defense – Events with Highest Risk

Source Defense Protect offers customers an opportunity to assign each script a separate 
execution policy. They are listed in order of the level of protection they provide:

Monitored – Allow the script to run without interruption and monitor any other scripts that 
may be loaded by the monitored script.

Redacted – Allow the script to run, but any keystrokes captured by the script will be redacted 
to prevent inadvertent data leaks. This is helpful when a script is not intended to capture user 
keystrokes, as this is a common tactic used by malicious scripts to steal sensitive data.

Isolated – In addition to being redacted, isolated scripts are prevented from reading or 
writing to the Document Object Model (DOM), namely they would not be able to access any 
text areas, radio buttons, checkboxes, or other similar inputs on the page.

Blocked – Block the script from interacting with the page.

It should be noted that by default Source Defense Protect will apply script policies based on 
recommendations of their staff members for known scripts unless the customer assigns a 
particular policy themselves. As such, customers who choose to keep the default policies of the 
Source Defense Protect solution may still receive the default protection from certain unwanted 
and unexpected script behaviors.
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Supporting HIPAA Compliance with Source Defense 
Protect
On June 26, 2024, the US Department of Health and Human Services’ Office of Civil Rights 
(OCR, the regulator for HIPAA Security and Privacy) issued a guidance bulletinxv

“to highlight the obligations of [HIPAA Regulated Entities] under the [HIPAA Rules] when 
using online tracking technologies.”  In the bulletin OCR stresses the point “Regulated 
entities are not permitted to use tracking technologies in a manner that would result in 
impermissible disclosures of PHI to tracking technology vendors or any other violations 
of the HIPAA Rules…” and continues to say “while it has always been true that regulated 
entities may not impermissibly disclose PHI to tracking technology vendors, because of 
the proliferation of tracking technologies collecting sensitive information, OCR is 
providing this reminder that it is critical for regulated entities to ensure that they 
disclose PHI only as expressly permitted or required by the HIPAA Privacy Rule.”  

 The OCR bulletin underscores the increasing challenges of preventing ePHI data leaks to online 
tracking solution providers and highlights the critical need for regulated entities to ensure that 
ePHI is disclosed only in strict accordance with the HIPAA Privacy Rule.

In order to comply with HIPAA regulations and the latest OCR guidance, leaders in health industry 
organizations should examine their internal cybersecurity and 3rd party risk practices, starting 
with whether they have an accurate and timely view of 3rd party relationships and what data is 
being shared with them in actuality.  As part of that effort, 1st, 3rd, and 4th party scripts should be 
examined on web applications hosted or operated by their organization that may handle ePHI.  
Due to the complex and dynamic nature of some 3rd party scripts, staff with strong technical 
aptitude in the realm of web client runtime security should be performing this task.  Alternatively, 
leveraging a purpose-built solution such as Source Defense Protect should be evaluated.

Source Defense Protect enables health industry organizations to support their HIPAA compliance 
programs by providing visibility to sensitive data sharing with 3rd parties by client web browsers, 
explaining the likely purpose for data sharing as well as notifying them when new unexpected 
data sharing behavior occurs.  Perhaps more importantly, combined with proper governance and 
management practices, the solution could help reduce the impact of, or stop malicious script 
behavior and unintended data leaks to legitimate 3rd party providers, impacting the 
confidentiality of ePHI.

Source Defense Protect script inventory view enables health industry organizations to document 
justifications within the tool why each script is needed. While this activity is not mandated under 
current HIPAA regulations, unlike that of PCI, it is advisable to implement a governance program 
where such activity is performed, script behavior is reviewed, and for those scripts that are 
discovered to share ePHI health industry organizations should note whether an active Business 
Associate Agreement (BAA) is in place.  This activity would support the existing 3rd party risk and 
HIPAA compliance processes on an ongoing basis.  Additionally, it could be used as a compliance 
driver to reduce the number of 3rd party integrations on ePHI web applications, thereby reducing 
the attack surface and risk of inadvertent data leaks.  To support this activity, drilling down into 
each script on Source Defense dashboard may provide insight into whether data exposure is 
occurring and what type of data is accessible by the script:
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Figure 4: Source Defense – Script Behavior View

Further delving into the details of the OCR guidance, we add emphasis to a particular phrase 
“Tracking technologies within user-authenticated webpages may even have access to an 
individual’s diagnosis and treatment information, prescription information, billing information, or 
other information within the portal. Therefore, a regulated entity must configure any 
user-authenticated webpages that include tracking technologies to allow such technologies 
to only use and disclose PHI in compliance with the HIPAA Privacy Rule and must ensure that 
the electronic protected health information (ePHI) collected through its website is protected and 
secured in accordance with the HIPAA Security Rule.”  With the use of Source Defense script 
execution policies, regulated entities may comply with the mandated technical control of limiting 
ePHI data disclosure to 3rd and 4th party scripts by implementing redacted, isolated, or blocked 
policies, as appropriate, when they do not impact functionality of the underlying 3rd party scripts.

Going Beyond Compliance with Risk Management
Privacy or security breaches in the Health Sector show that organizations face far larger financial 
or impact from class-action lawsuits, operational/revenue impact, and reputational harm than 
what they may face in terms of fines from regulators. It makes sense, therefore, that organizations 
design, implement, and operate their solutions with the objective of managing breach risks first.

Planning and implementing solutions with a mere compliance mindset is likely to ignore what 
really matters for avoiding data breaches and serious security incidents resulting from threats that 
evolve constantly and often with increasing sophistication depending on the threat actor and 
nature of vulnerabilities.

This is certainly true for WCRS risks as Health sector organizations cannot anticipate the nature of 
threats form 3rd party and 4th party scripts and therefore cannot implement proactive measures. 
Instead, they must rely on solutions such as Source defense Protect to implement and 
operationalize formal effective detection and response programs for managing WCRS risks.
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Disclaimer Notice
This white paper has been issued by ILIAM Consulting and Tueoris with collaboration from Source 
Defense based on point in time industry analysis. While the information provided aims to support 
healthcare organizations in improving their web security and compliance with HIPAA mandates, 
it does not constitute legal or regulatory advice. Entities (including but not limited to healthcare 
providers, insurers, and service providers) must ensure they perform their own due diligence and 
seek professional guidance as needed to comply with HIPAA and other relevant regulations.

The technical review and recommendations contained herein are based on the analysis 
performed during a specific time period and under particular conditions.  Therefore, the findings 
and opinions expressed may not apply universally or remain applicable in the event of changing 
technologies, threats, or regulatory updates.

ILIAM Consulting, Tueoris and Source Defense do not provide any warranty or guarantee 
regarding the effectiveness or infallibility of the Source Defense Protect solution in all 
circumstances. Users of this white paper should not rely solely on the information provided but 
should also implement comprehensive security measures and consult with their legal and 
compliance teams to ensure full regulatory compliance.

In no event shall ILIAM Consulting, Tueoris or Source Defense be liable to any party for any direct, 
indirect, incidental, or consequential damages arising out of the use or reliance on this white 
paper, including, but not limited to, damages resulting from the loss of data or profits, business 
interruption, or any other loss arising from the use of or inability to use the solutions and 
recommendations described herein.
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Content Security Policy (CSP) – An added layer of security widely supported by modern browsers providing a 
standard method for website owners to declare approved origins of content that browsers are allowed to load 
on that website. By whitelisting trusted sources and blocking all others, CSP can prevent malicious content from 
being executed on a web page.

Cross-Site Request Forgery (CSRF) – A type of security vulnerability that tricks a web browser into executing an 
unwanted action in an application to which a user is logged in. By exploiting the user's authenticated session, an 
attacker can perform unauthorized activities such as changing account details, conducting transactions, or 
accessing sensitive information, all without the user's consent.

Cross-Site Scripting (XSS) – Another type of security vulnerability typically found in web applications that 
occurs when an attacker injects malicious scripts into content from otherwise trusted websites. These scripts can 
then be executed in the user's browser, leading to data theft, session hijacking, or other malicious activities. XSS 
attacks exploit the trust that users have in a particular website.

eSkimming – also known as web skimming, is a type of cyberattack where attackers inject malicious code into a 
website, typically on payment pages, to steal payment card information and other sensitive data entered by 
users. This malicious code, often JavaScript, captures the data and sends it to the attackers. eSkimming can occur 
through vulnerabilities on the website itself or through compromised third-party scripts.

Sub-Resource Integrity (SRI) – A security feature that enables web browsers to verify that resources fetched 
from third-party sources (such as scripts or stylesheets) have not been tampered with. It works by allowing 
developers to provide a cryptographic hash for the resource. When the browser fetches the resource, it 
computes its own hash and compares it with the provided hash. If the hashes do not match, the browser blocks 
the resource, preventing potentially malicious code from executing.

Web Client Runtime Security (WCRS) – WCRS involves protecting the code executed in users' browsers during 
web interactions. Unlike server-side security measures, runtime security addresses threats that occur on the 
client browsers are often visible only on the client side, such as surreptitiously altered scripts from 3rd party 
websites.

Glossary
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