
Issued on: Oct 15 2019
Website analyzed: https://www.headphonescity.com

Website Supply Chain Risk Report

FORMJACKING & MAGECART SUSCEPTIBILITY

Tag Manager Used:

Tealium Tag Management Adobe Tag Management Google Tag Manager

Findings:

Total 3rd
Party Scripts

65
Total 4th
Party Scripts

46
!

Scripts on
sensitive 
pages

75
!

Unmanaged Services & Exposure Level

https://www.headphonescity.com
was scanned and analyzed by our experts.

111
Unmanaged Services Found!

These are services (3rd Party JavaScript) that your
organization has chosen to integrate into your web pages
to enrich the site experience and utility. These services
utilize privileges and client-side access to your website
visitor's browser that hackers exploit to modify the
browser experience exfiltrate data and or impact website
performance, experience and monetization.

!

Exposure Level

 Listening to page click events

15 point each = 195 total

 Listening to forms submissions

25 point each = 125 total

Creation of forms and input elements on the page

15 point each = 135 total

Direct access to forms and input fields.

25 point each = 375 total

on page.

111-115 scripts = 190 total

on sensitive pages.

71-75 scripts = 320 total

17 Low threat services.

IMG Pixels (Trackers)

1340
Severe Threat

Score:

195 13 Scripts

125 5 Scripts

135 9 Scripts 

375 15 Scripts 

190 111 Scripts 

320 75 Scripts 

0

TYPE OF BEHAVIOUR SUSPICIOUS SCRIPTS POTENTIAL DAMAGE

Direct access to forms and input
fields

AdRoll
 

MaxCDN

Amazon
 

+12

Form Field Manipulation  Customer Data Theft

Payment Data Theft  Phishing

Creation of forms and input
elements on the page

Amazon
 

MaxCDN

Facebook
 

+6

Content Defacement  Customer Data Theft

Payment Data Theft  Phishing

Listening to page click events

Amazon
 

MaxCDN

Marketo
 

+10

Form Field Manipulation  Customer Data Theft

Listening to forms submissions

Amazon
 

HubSpot

Clicktale
 

+2

Content Defacement  Customer Data Theft

Payment Data Theft  Phishing

Important - Suspicious Behaviour

What are 3  Party Scriptsrd

3rd party scripts refer to scripts, made available from 3rd party
vendors, that are embedded into websites to enrich the customer
experience, enhance analytics, and monetize sites via advertising. 3rd
party scripts can provide robust functionality, but they introduce risks
to privacy, security, performance, and page behavior.

There is a strong correlation between the number of 3rd party scripts
enhancements and overall website effectiveness. However, increased
utilization of 3rd party tools leads to increased risk from an
uncontrolled and rapidly expanding attack surface.

Important! Scripts on Sensitive Pages

We have found 75 scripts on pages that may contain sensitive
information, this is considered a high-level risk which we recommend
addressing. Again, each of these services can access, control and
modify nearly every element of the page. Impacts include editing of
the textual forms and input fields on the page retrieval and exfiltration
of data inserted by the webpage visitor, keylogging, insertion of
unauthorized form fields injection

of unauthorized overlays that prompt the user for additional
information and/or redirect the user to external unauthorized pages.
High-risk scenarios related to this unmanaged access lead to theft of
private customer and payment records and significant data privacy
compliance implications.

GDPR Compliance

Article 5:
processing of personal data

Article 18:
restrict of personal data

Article 16:
rectify of personal data

Article 32:
ensure of personal data

Article 17:
erase of personal data

!

GDPR requires the ability to control the access, processing, and
storage of customer data. Our analysis reveals your site does not
adequately possess this control and might be in violation of the
following GDPR articles.

SCRIPT NAME ORIGIN CATEGORY

headphonescity.net Main Page 3rd Party

Tealium Tag Management headphonescity.net 4th Party

Yahoo! Tealium Tag Management 5th Party

bounceexchange.com Tealium Tag Management 5th Party

bouncex.net bounceexchange.com 6th Party

Clicktale Tealium Tag Management 5th Party

LinkedIn Tealium Tag Management 5th Party

Google Adwords Conversion Tealium Tag Management 5th Party

Quantcast Tealium Tag Management 5th Party

quantcount.com Quantcast 6th Party

AdRoll Tealium Tag Management 5th Party

Marketo Tealium Tag Management 5th Party

sprinklr.com Tealium Tag Management 5th Party

cfjump.com Tealium Tag Management 5th Party

g2crowd.com Tealium Tag Management 5th Party

storygize.net Tealium Tag Management 5th Party

Facebook Tealium Tag Management 5th Party

engagio.com Tealium Tag Management 5th Party

Qualtrics Tealium Tag Management 5th Party

Microsoft Tealium Tag Management 5th Party

DemandBase Tealium Tag Management 5th Party

bidr.io DemandBase 6th Party

Google Tag Manager Tealium Tag Management 5th Party

Google Adwords Conversion Google Tag Manager 6th Party

rtb123.com Tealium Tag Management 5th Party

Twitter Advertising Tealium Tag Management 5th Party

Twitter Twitter Advertising 6th Party

bttrack.com Tealium Tag Management 5th Party

Google Analytics Tealium Tag Management 5th Party

DoubleClick Google Analytics 6th Party

Qualtrics headphonescity.net 4th Party

bounceexchange.com headphonescity.net 4th Party

bouncex.net bounceexchange.com 5th Party

Yahoo! headphonescity.net 4th Party

DoubleClick headphonescity.net 4th Party

Google DoubleClick 5th Party

Twitter Analytics headphonescity.net 4th Party

bidr.io headphonescity.net 4th Party

AdRoll headphonescity.net 4th Party

Amazon CloudFront CDN headphonescity.net 4th Party

engagio.com headphonescity.net 4th Party

onesignal.com headphonescity.net 4th Party

wistia.com headphonescity.net 4th Party

Akamai CDN wistia.com 5th Party

Akamai CDN headphonescity.net 4th Party

Google Adwords Conversion headphonescity.net 4th Party

DoubleClick Google Adwords Conversion 5th Party

Youtube (Google) headphonescity.net 4th Party

mPulse (Akamai) headphonescity.net 4th Party

Google Maps headphonescity.net 4th Party

Google Google Maps 5th Party

headphonescity.net Google Maps 5th Party

Google headphonescity.net 4th Party

salesforceliveagent.com headphonescity.net 4th Party

aklamio.com headphonescity.net 4th Party

Tealium Tag Management Main Page Tag Manager

upsellit.com Tealium Tag Management 3rd Party

rtb123.com Tealium Tag Management 3rd Party

sprinklr.com Tealium Tag Management 3rd Party

Facebook sprinklr.com 4th Party

Google Analytics Tealium Tag Management 3rd Party

DoubleClick Google Analytics 4th Party

Clicktale Tealium Tag Management 3rd Party

Twitter Advertising Tealium Tag Management 3rd Party

Twitter Analytics Twitter Advertising 4th Party

Twitter Twitter Advertising 4th Party

Facebook Tealium Tag Management 3rd Party

bounceexchange.com Tealium Tag Management 3rd Party

bouncex.net bounceexchange.com 4th Party

headphonescity.net Tealium Tag Management 3rd Party

Symantec Tealium Tag Management 3rd Party

Yahoo! Tealium Tag Management 3rd Party

g2crowd.com Tealium Tag Management 3rd Party

dstillery.com Tealium Tag Management 3rd Party

cfjump.com Tealium Tag Management 3rd Party

Quantcast Tealium Tag Management 3rd Party

quantcount.com Quantcast 4th Party

Google Adwords Conversion Tealium Tag Management 3rd Party

DoubleClick Google Adwords Conversion 4th Party

Google Tag Manager Main Page Tag Manager

Google Adwords Conversion Google Tag Manager 3rd Party

Google Analytics Google Tag Manager 3rd Party

Wistia Google Tag Manager 3rd Party

engagio.com Tealium Tag Management 3rd Party

Amazon CloudFront CDN engagio.com 4th Party

engagio.com Amazon CloudFront CDN 5th Party

bttrack.com Tealium Tag Management 3rd Party

Microsoft Tealium Tag Management 3rd Party

LinkedIn Tealium Tag Management 3rd Party

Marketo Tealium Tag Management 3rd Party

Qualtrics Tealium Tag Management 3rd Party

storygize.net Tealium Tag Management 3rd Party

AdRoll Tealium Tag Management 3rd Party

DemandBase Tealium Tag Management 3rd Party

bidr.io DemandBase 4th Party

mPulse (Akamai) Tealium Tag Management 3rd Party

Youtube (Google) Tealium Tag Management 3rd Party

Amazon CloudFront CDN Main Page 3rd Party

onesignal.com Main Page 3rd Party

Symantec Main Page 3rd Party

bluesnap.com Main Page 3rd Party

salesforceliveagent.com Main Page 3rd Party

New Relic Main Page 3rd Party

wistia.com Main Page 3rd Party

Akamai CDN wistia.com 4th Party

Google Main Page 3rd Party

DemandBase Main Page 3rd Party

recaptcha.net Main Page 3rd Party

Google recaptcha.net 4th Party

driftt.com Main Page 3rd Party

cdntwrk.com Main Page 3rd Party

Madison Logic cdntwrk.com 4th Party

Tealium Tag Management cdntwrk.com 4th Party

Google Analytics cdntwrk.com 4th Party

DoubleClick Google Analytics 5th Party

Google DoubleClick 6th Party

Monotype Main Page 3rd Party

uservoice.com Main Page 3rd Party

taggled.tv Main Page 3rd Party

Twitter Main Page 3rd Party

Amazon Main Page 3rd Party

lithium.com Main Page 3rd Party

hotjar.com Main Page 3rd Party

Micropat Main Page 3rd Party

Facebook Main Page 3rd Party

lightwidget.com Main Page 3rd Party

Google Hosted Libraries Main Page 3rd Party

Adobe Tag Management Main Page Tag Manager

Adobe Systems Adobe Tag Management 3rd Party

answerscloud.com Main Page 3rd Party

Adobe Systems Main Page 3rd Party

Cloudfare CDN Main Page 3rd Party

jsdelivr.net Main Page 3rd Party

MaxCDN Main Page 3rd Party

Youtube (Google) Main Page 3rd Party

Google Analytics Main Page 3rd Party

Google Google Analytics 4th Party

HubSpot Main Page 3rd Party

hs-scripts.com HubSpot 4th Party

Pinterest Main Page 3rd Party

Madison Logic Main Page 3rd Party

Marketo Main Page 3rd Party

uberflip.com Main Page 3rd Party

LinkedIn Main Page 3rd Party

AddThis Main Page 3rd Party

Facebook AddThis 4th Party

Inspectlet Main Page 3rd Party

hsforms.com HubSpot 4th Party

plyr.io Main Page 3rd Party

flameusers.com Main Page 3rd Party

difffs.com Main Page 3rd Party
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Scripts Request Map

https://www.headphonescity.com/


Follow us on:

Source Defense provides an entirely new and unique website security solution
focused on preventing malicious activity originated from 3rd party technology
and partners suppliers that are universally deployed on websites.

The Source Defense solution includes a fully automated and machine-learning-
assisted policy engine that controls the access and permissions of all 3rd party
technologies operating on a website. The Source Defense solution protects
websites’ critical assets and ensures user experience, and website performance
are not compromised.

Source Defense prevents attacks on websites that seek to steal customer and
payment data, alter webpages, hijack sessions and impact customer data privacy.
Through first-of-its-kind isolation and segmentation technology Source Defense
isolates the user web experience from all 3rd party technologies operating on the
website. Source Defense's Real-Time Prevention through In-Line JavaScript
Sandboxing allows granular control of policies and 3rd party permissions
ensuring the customer-facing experience is insulated from malicious activity.

DO YOU WANT
TO KNOW
HOW IT WORKS?

Contact Us

Visit our website

www.sourcedefense.com
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About Source Defense

https://linkedin.com/company/source-defense
https://www.facebook.com/sourcedefense/
https://twitter.com/sourcedefense
mailto:exposure@sourcedefense.com

